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2nd EU-Korea Cooperation Forum on ICT Research

01 December 2008, 04:30 - 6:00 pm
Session #5 - Security and Trust in Networks and Services

Research for
Security and Trust in ICT — FP7

Jacques Bus, Head of Unit
DG Information Society and Media
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= Security in Network Infrastructures
— Resilience of and across heterogeneous networks
— Data gathering & analysis for preventing cyber threats

= Security in service architectures

— Assuring security level and regulatory compliance

— Specification and validation of trust and security of SOAs
= User-centric identity and privacy management
— In Future Networks and Services (Future Internet)

— Trusted SOA enabling user-centric data management policies
— Privacy-preserving network monitoring

= Critical Infrastructure protection

— Interactions and complexity in ICT with other infrastructures
— Secure and resilient information and process control systems

= Enabling technologies
— Crypto; Trusted Computing; Biometrics
— Secure software and software assurance
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Trustworthy Future Internet!

= Securing the Architecture

— Secure, trusted and privacy respecting architecture
— Secure network management & control

— Securing virtual entities and virtualised infrastructures
= Protection against Threats

— Threat prediction and prevention

— Self-protection and resilience

= Privacy, ID-M and Trust

— Identity in the Future Internet
(persons, things, virtual entities)

— Trust instantiation in the Future Internet
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Coordination Actions

FORWARD > 24 months, 890 K€ EC funding

®"Coordinating EU Research in emerging Cyber-threats

— Working Groups:
smart environments, malware and fraud; critical systems;

— Collaboration with Industry — input to policy makers
— http://www.ict-forward.eu/

INCO-TRUST - 30 months, 830 K€ EC funding

" International Cooperation in ICT Security & Trust

— USA (NSF, DHS), Japan, Australia, Canada, S. Korea wco-irusteu
— EU Korea Forum: 16 JUN 2008 (Seoul)

TECHNISCHE
— INCO-workshop in April 2009 in Madrid [TBC] R

— http://www.inco-trust.eu
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Thank you for your attention!

Jacques Bus, Head of Unit
DG Information Society and Media

Jacques.Bus [AT] ec.europa.eu
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